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• RFID allows tracking of tagged 
objects

• tags and readers/antennas

• readers communicate with a 
central database

The RFID Ecosystem

2

Paul Allen Center for Computer Science and Engineering, Seattle, WA
image from cs.washington.edu

http://data.cs.washington.edu/RFID

!"#$"%&'(&!)*+&,-.$/.

! Radio-frequency identification
" Uses radio frequency (RF) signals to identify (ID) an object

" Wireless, does not require line-of-sight

! Tags are attached to an object
" ID uniquely identifies an object, not just its class

" Can include other information:

• Current state

• Location

• History

" Tags are active (battery) or passive (no battery)

! Readers interrogate tags
" Readers and their antennas are installed in a fixed position

" Readers are equipped with networking and power
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• a building-wide RFID infrastructure

• 300 RFID reader antennas

• people carry personal tags

• hundreds of tagged objects

• long-term research test bed

The RFID Ecosystem
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• create information-rich environments 
that empower people

• allows applications such as an 
object or friend finder, personal 
reminders, and event notification 

• complex social space

• useful applications require 
information to be disseminated

• information is actionable will likely 
impact social dynamics

The RFID Ecosystem
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A pervasive dilemma...privacy vs. utility
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Privacy Utility
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How can privacy assurances 
be architected into the 
system while still providing 
useful applications?
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Prison building at Presidio Modelo, Isla De la Juventud, Cuba
image from Wikipedia
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Prison building at Presidio Modelo, Isla De la Juventud, Cuba
image from Wikipedia

“The state of conscious and permanent visibility [assures] the automatic functioning of power...” 
Michel Foucault, Discipline and Punish

asymmetric visibility
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What information should 
be disclosed to whom as a 

default?
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Surely there’s a 
safer, yet 

useful default...
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Physical Access Control (PAC)

• every user has access to a personal store of data

• stores events that occurred when and where they were physically present

• augments users’ memory of places, objects, and people encountered

• provides symmetric visibility

• principle: start from human sensory capacity and extend from there
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How does PAC not model everyday experience?
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• 360˚ vision 
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screen capture from “The Big Lebowski”
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How does PAC not model everyday experience?

• 360˚ vision 

• perfect observations entering a room full of people

• memory does not decay
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from salon.com

from doe.gov

screen capture from “The Big Lebowski”
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How does PAC not model everyday experience?

• 360˚ vision 

• perfect observations entering a room full of people

• memory does not decay

• loss of plausible deniability

10

from salon.com

from doe.gov

screen capture from “The Big Lebowski”
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Applications of data collected through PAC

Privacy Utility

11

• Personal Diary applications

• Object Finder

• Personal History Analyzer
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Applications of data collected through PAC

Privacy Utility

11

• Personal Diary applications

• Object Finder

• Personal History Analyzer

PAC is a default. We can 
make situationally-appropriate 

extensions as necessary

11



InstitutionalMalicious

Modes of information disclosure

Personal information is 
compromised by 
unauthorized parties

Addressed by secure 
systems engineering

Organizations collect, 
use, and share personal 
and behavioral data

Addressed by contracts, 
federal law, corporate 
practice...
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Mediated

InstitutionalMalicious

Modes of information disclosure

Personal information is 
compromised by 
unauthorized parties

Addressed by secure 
systems engineering

Organizations collect, 
use, and share personal 
and behavioral data

Addressed by contracts, 
federal law, corporate 
practice...

Peers and superiors 
access information 
through some 
authorized interface

Mediated by access 
control policies

12
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Implementation of PAC in the RFID Ecosystem
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RFID Ecosystem architecture
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tag read event (TRE):   {tag identifier; antenna identifier; timestamp }
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RFID Ecosystem architecture
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tag read event (TRE):   {tag identifier; antenna identifier; timestamp }

Figure 2. RFID Ecosystem architecture with
access control switch

6. Evaluation
To evaluate the two PAC implementations, we measured

several dimensions of space and time performance for syn-
thetic system workloads. Workloads are parameterized by
the number of users, the number of antennas, the rate at
which TREs are generated, and the TRE’s stream density,
or the average fraction of user relations that a TRE is striped
across.

6.1 Space Efficiency
One of the major trade-offs between AV and MAV is the

space trade-off. AVs require no additional storage, while
MAVs require the replication of TREs across multiple ta-
bles. To describe storage requirements, we define replica-
tion factor as the multiplicative factor of additional space
needed to implement MAV. Note that replication factor will
always be at least two as every TRE will be stored in the
main TRE relation as well in the MAV of that tag’s owner.
The worst case scenario for MAV is that every user can al-
ways see every other user; this leads to a replication factor
equal to the number of users - which may be large for large-
scale deployments.

The replication factor can be algebraically specified as:

R(users, density) = 1 + max(1, density ∗ |users|)

Given this formulation, we argue that the space re-
quirements for MAV are not problematic for three reasons:

(1) the replication factor is independent of the number of
unique TREs, (2) the size of the user base is constrained
to the size of a community in a particular place, which is
unlikely to vary drastically or explode in size, and (3) the
density of any deployment utilizing PAC will be close to 1
because each user is tied to a specific time and place and
hence can only witness a small fraction of the events occur-
ring in the system.

For example, a relatively mature iteration of the RFID
Ecosystem could have upwards of 250 users - a count that
will not increase drastically or unexpectedly over a short
time. Moreover, in a deployment of 250 users, a density of
.025 means that every TRE can be seen by 6.25 users, giving
a replication factor of 7.25. We imagine that such a density
is close to what will be observed in an actual deployment
(although this needs empirical validation). Anecdotally, a
.025 density would correspond with the following scenario:
a group of student users, each following a 10 hour day in-
cluding 2.5 hours spent with 15 other people (e.g. a class),
5.5 hours with 3 other people (e.g. office) and 2 hours trav-
eling throughout the building seeing two people on average
at any time.

Futhermore, the replication factor formula above is pes-
simistic because it assumes that each TRE identifies a per-
son. In practice, the vast majority of TREs will be iden-
tifying objects, which, by the default settings of PAC, are
replicated only to the owner of that object.

Space requirements aside, the management of replicated
data in MAV may pose additional complexities and perfor-
mance costs. For example, inconsistencies between user
MAVs may occur when a row is deleted or updated in one
user MAV but not another. However, in the context of the
RFID Ecosystem, the vast majority of user operations are
selections, while deletions are expected to occur less fre-
quently. By making each tuple of the user relations a for-
eign key on the main TRE relation, deletion can be easily
cascaded to the user TRE relations using a constraint.

6.2 Time Efficiency

The time efficiency of the AV and MAV approaches are
evaluated for two types of database workload: selections by
users via query servers, and insertions by the system via an
ACS. AV efficiency was measured both with and without
indexes on the TRE table; no indexes were used for MAV.
When used, the indexes on the TRE table were hash-based
index on the antenna ID and tag ID, a B-tree on timestamp,
and a primary key (tag ID, antenna ID, timestamp). Work-
loads were generated using simulation, where the workload
generators for both selections and insertions are based on an
open model of incoming job, which hopefully better models
system behavior [23]. The workload generation process is
described in greater detail below.
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RFID hardware

Access control switch

Centralized database

Applications

Users
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determine whether the entities described in two tag reads were 
mutually visible (share an unobstructed line of sight)

Mutual visibility

15

{Alice   ; Antenna   ; 08:02:45 }

{Bob   ; Antenna   ; 08:02:50 }
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Mutual visibility (continued)
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Mutual visibility (continued)

• need to use antenna location as tag location
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Mutual visibility (continued)

• need to use antenna location as tag location

• two tags read events are said to be mutually visible if they satisfy two constraints:

1)temporal constraint:   occur within a time window ∆ of each other

2)spatial constraint: 

A) are read by the same antenna or  

B) the involved antennas are considered mutually visible

16

{Alice   ; Antenna   ; 08:02:45 }

{Bob   ; Antenna   ; 08:02:50 }

Mutually visible?AB2

A

1

2

1

B

16



Deployment challenges
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• antenna placement
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• antenna placement

• distinguishing tagged objects from tagged people

Deployment challenges
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• antenna placement

• distinguishing tagged objects from tagged people

• “misplaced” user tags

Deployment challenges

17

B

A A1
{A; A1; 08:02:45 }

{B; A2; 08:02:45 }
A2
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Conclusion

• start from a safe principle of symmetric visibility

• define Physical Access Control

• instantiation within an RFID deployment
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