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= What is RFID?
= Pervasive applications and challenges

* The Cascadia system: RFID Data Manager
1 Handling holes in RFID data streams

O Extracting high-level events from low-level RFID data
 Supporting privacy

d Facilitating application development



What is RFID?
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" Wireless ID and tracking

" Captures information on:
Q ldentity
0 Location
a Time

" Unique identification

" Passive (no batteries)



assive RFID Markets
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" Today: $5 B industry, 2 billion tags

1,000
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cents
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10m 100m 1bn 10bn 100bn 1 trillion
source: IDTechEx Number sold yearly

" |n 2018: $25 B industry, 600+ billion tags

(source: IDTechEx)




The RFID Ecosystem

100s of passive EPC Gen 2 tags

100s of RFID antennas

85,000 sq ft (8,000 sq m) building

Simulating an RFID-saturated future
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= Pervasive applications and challenges
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gaetano
[ Petmissions: In Building, Last Location V]

Gaetano was last seen around 5th
floor 506 southeast at4:17 PM,
6/5/08

magda

[ Petmissions: In Building, Last Location V]

Maada is NOT in the building

InEld, <4hr | | Last Location

evan

> l Permissions: In Building, Last Location v]

Evan was last seen around 4th floor
452 north at 5:37 P, 6/5/08

InBld. = 4hr | | Last Location

" Personal asset tracking

“Where are my keys?”
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“Is my advisor in her office?”

You forgot your

House Keys
in your office
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" Personal asset tracking

" Personal diary of physical events

“How did | spend my time?” oo

el ~ ‘:" f" l'1r!|:| fiibstracd.cs.washingtonied u/~rfid fhosk_belafmy v |

P (Today] Oct 29, 2007 @ Print Day ‘Week Month

Expand &l Collapse Al y : In office
Monday Oct 29 10:45am Detected Came-to-Work
11:30am Detected Meeting: Carol, CSE3Z24 @
12:31pm Detected Lunch Eating~
1:06pm Detected Meeting: Boh, CSE435 - & Time usage for AugJst
2:13pm Detected Got-Coffee: 2nd floor coffee room
3pm Detected DB-Group-Meeting: CSEGDS &
3:56pm Detected Left-Behind: Umbrella, CSEGDS

4:01pm Detected Got-Coffee: Znd floor coffee room

Fracton of lime (%)

4:55pm Detected Got-Coffee: Z2nd floor coffee room

5:35pm Detected Left-Work Time {months)
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" Personal asset tracking
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" Personal diary of physical events

® Event-based search

“What emails did | send during the meeting a few weeks ago?”
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RFID Ecosystem Desktop Search

With help of Google Desktop Search © 2
There are 27 total results

=Jul 14 2008
1. timeconversion.txt 16:58:0 €/ Users Kyle Rector Desktop/summer timecomversion et

1. timeconversion.txt 16:58:0 CyUsers Kyle Rector Desktop/sumemer/ tmecomversion txt

= Jul 30 2008
1. OSU Open Source Lab gets $300,000 from Google - Business - Oregonlive.com 16:59:10 hitp:/orwew oregonkive. com busness index ssf/2008/07

2. SurveyMonkey - Question Editor 16:56:39 hittp:www. surveymonkey. com
'QuestionBuilder.aspx3F sm3Dul $ 2QzF 2IfUmbalv2 52bSpRuH3 DX ay TésEpuSDNCrxbKa TNPuS 3yRhSI8UANi2 5 MK RwyDInnF 2L DglaZ DYEz2p TDg2cIGHEP2 S 200 81Q6gYiT

3, hotp:www.survevmonkev. co estionBuilderFrame aspx?sm=u%:2f0zF2 [{Umhalv®3:2bSpRuHI DX avT6s8pus DNCaxb Kn TXPu.. 16:56:39
‘QuestionBuilderFrame. aspx3Fsm3Du2 520QzF 2ifUUmbalv2 5 1bSpRaHIE DXay T6s8puSDNCrxbKa7XPus 3yRhS IS UNi2 5 XK RwexpfNunbOpP 1dq9F 6F6UgQ253d253d26K eepT

4 SurveyMonkey - Question Editor ~ 16:56:0  bitp:/fwww surveymeonkey. com
IQuestionBulder aspx3Fam3Dul s 20QeF 2 Umbalv2 5 2bSpRub3 DX ay T6s8puSDNCrxbKaTXPus 3RS J8UNi2 S 26K RvyDlrmF 2L DglaZ DYE22pTDg2clIGAEP2 S 26n8IQ65 YiT

5. ttpe/fwww /QuestionBui aspx?sm=u%2)zF21fUmhalv%2bSpRaHDXavT658puSDNCaxbKaTXPu.. 16:56:0
'QuestionBuilderF rame. aspx3F sm3Du2 52fQzF 2[fUmhalv 5 2bSpRuHt3 DX ay TesEpuS DNCoxbKaTXPus 3y RS 8 UriNi2 S 26K RwoxpfNunbOpP 1dq9F 6F 6UgQ253d2 53d26K eep]

6. SurveyMonkey - Question Fditor ~ 16:55:17  hitp:/www. surveymorkey.com
/QuestionBulder.aspx3 Fem3Du2 20Q:F 2IfUmbalv2 52bSpRuH3 DX ay ThskpuSDNCraxbKaTXPus 3y{RhS S UrNi2 § K RvcdL Tk iz MKKNAZORPITeZgr 25 2Bt | bpAmiZBEL !

7. SurveyMonkey - Question Editor ~ 16:55:10  hitp:/www.surveymorkey.com
1QuestionBuilder aspr3F sm3Du2’ 20QuF 2HUmbalv252bSpRub3 D Nay Tés8puSDN CrbKaTXPus 3yRhSISUNi2S 20K RwvyDlrmF il DglaZ DYE JpTDg2olIGHEP25 2a81Q6 Y5 T

8. hittp:/fwww.surv V. /O il Psm=u%2f0F2 [[Umhalv?s2bSpRuH3D X2y T6s8puSDNCoxhKn7XPu.. 16:55:10
IQuestionBulderF rame aspri3Fem3 Duls 2002k 2fUmibalv25 ZbSpRubt3D Xay T6sSpus DN Cooxb K7 XPus 3RS clS UrNiLS K R copfNunb OpP 1 dg9F 6F6UgQ25 325 326 K eepT

9. hitp:/www.surveymonkey. col estionBuilder.aspx?sm=u%s2 U mhalv52bS) 3D XavT6s8puSDNCoxbKnTXPuS3viR.. 16:55:4
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Personal asset tracking
Personal diary of physical events
Event-based search

Focus on mobile and web 2.0 applications
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= Current trend: RFID in Hospitals

* Tracking equipment, patients, personnel

* Improved utilization of assets

» We extend with more sophisticated inference




dplication Challenqges
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= Must cope with holes in RFID data stream

= Must ensure a reasonable level or privacy

= Application development is extremely difficult

» The Cascadia system answers these challenges:

L Applications J

Raw RFID Data

({ﬂ 5]')) ﬁ[{ _ fﬂ)



Outline

http://rfid.cs.washington.edu/

» The Cascadia system: RFID Data Manager
1 Handling holes in RFID data streams



oles and Uncertaint

http://rfid.cs.washington.edu/

Holes or gaps appear for two reasons:

= Missed tag reads




oles and Uncertaint
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Holes or gaps appear for two reasons:
= Missed tag reads

= Limited reader topology
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= Smooth the data using a particle filter
= Directly represent uncertainty with probabilistic data

Raw RFID Data

Raw(ID, loc, time)

(tag_1,(47.65,-122.3),2),
(tag_1,(47.65,-122.3),3),
(tag_1,(47.65,-122.3),4),
(tag_1,(47.65,-122.3),5),

Particle

Filter

X

Motion [Connectivity
Model Graph

R |

Smoothed,

Probabilistic Data

Smooth(ID, loc, time, prob)

(tag_1,hall by 406~
(tag_1, ’office 406~
(tag_1, “office 408”
(tag 1, “lab’
(tag_1,“hall by 4087,

wWwwww

,-2),
,-2),
,-2),
,-2),
.-2),

(tag 1, lab”,2,.33),
(tag_1,’office 4067,2,.33),

(tag_1,’office 4087,2,.33),
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Note on Data Rates / Volume

" Average rates for 9am-5pm for 50 people, 300 tags:

Raw RFID data rate: 50 tag reads / sec
With on-the-fly compression: 2 tag reads / sec
Raw data per week: 7,200,000 tag reads
Raw data per week, compressed: 300,000 tag reads
Particle filter data rate: 500 particles / tag / sec

Smoothed data per week: 21B particles (20GB)
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» The Cascadia system: RFID Data Manager

O Extracting high-level events from low-level RFID data



Xam

Location Data

ID location | time 'i .A
k? ;

" Example Application: Track / verify patient treatments
a Nurse is tagged
a Equipment is tagged
a Detect and log “treatment events”



le: Hi

Xam

Location Data

ID location | time

Nurse A 4
\Y A 4

" Example Application: Track / verify patient treatments
a Nurse is tagged
a Equipment is tagged
a Detect and log “treatment events”



xample: Hi

Location Data

ID location | time

Nurse A 4
\Y

A 4
Nurse B 5
\Y B 5

" Example Application: Track / verify patient treatments
a Nurse is tagged
a Equipment is tagged
a Detect and log “treatment events”



xample: Hi

Location Data

:Er)se IocaAtlon t|r4ne | _A _B :C D =
|
k)

" Example Application: Track / verify patient treatments
a Nurse is tagged
a Equipment is tagged
a Detect and log “treatment events”



xample: Hi

Location Data

ID location | time A B C D E

Nurse A 4 :

Nurse B 5 o s
1\ B 5

k?
Nurse treats patient in 407 -

" Example Application: Track / verify patient treatments
a Nurse is tagged
a Equipment is tagged
a Detect and log “treatment events”



Place Properties
g ity Specisc = Ganeral O

Marmé | Room 407 Iv

on: [::? Always show label

[ Sove | [ Cancel | [_Appty |

Scene Scene Properties Dialog

Translate to Event Specification Language
» PeexL — “Probabilistic Event Extraction Language”
« SQL-like language

« SEQ sequencing construct



Declarative Probabilistic
Event Event Streams
Specifications

Storage

Y
N

Extracted

Events

N

Smoothed

Raw RFID Data

(. ) D) (= ; D)
Ce &4 Ge =¥

http://rfid.cs.washington.edu/

Extract Specified Events

PEEX — “Probabilistic Event Extractor”
Accepts specifications in PeexL
Periodically queries for new events
Assigns probabilities to extracted events

Events are stored or streamed to apps



Performance: Precision & Recall
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" Extracting a common event: ENTERED-MEETING-ROOM
a 10 people, 30 tags, 30 minutes

ENTERED-MEETING-ROOM

EEEERERS

(0] - T

0 01 02 03 04 05 06 0.7 08 0.9 1
Probability Threshold

" Precision: Fraction of extracted events that match ground truth.
" Recall: Fraction of ground truth events captured by extracted events.



Performance: Precision & Recall
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" Extracting a common event: ENTERED-MEETING-ROOM
a 10 people, 30 tags, 30 minutes

ENTERED-MEETING-ROOM
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with certainty

" Precision: Fraction of extracted events that match ground truth.
" Recall: Fraction of ground truth events captured by extracted events.
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1) Precision/Recall trade-off: developer chooses best threshold

2) Performance highly varied between tags
= For best tags at probability = 0.3, Precision = .92, Recall = .85

3) These results are for a very uncertain dataset:
= There are no readers inside rooms, only in hallways



)

Precision (Quartiles
o o o o o o o o o
- N W L 83} [#)] ~J oo w

o
I

ENTERED-MEETING-ROOM

ENTERED-MEETING-ROOM

T$EFT11T] o]

= —_—
[ ]

0 01 02 03 04 05 06 0.7 08 0.9 1
Probability Threshold

0 01 02 03 04 05 06 0.7 0.8 0.9

Probability Threshold

1

Bottom Line

-- Cascadia does the rest

" Application only specifies event and probability threshold

" Ongoing improvement of event detection techniques!




Outline

http://rfid.cs.washington.edu/

» The Cascadia system: RFID Data Manager

1 Supporting privacy



sical Access Control
http://rfid.cs.washington.edu/

Default Policy: Ph

" Problem: Asymmetric visibility among peers

“How do | know who can see my data?”

" Concept:

0 Each user has a personal store of data / events

0 Stores only events that occurred
when and where user was physically present
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sical Access Control
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Default Policy: Ph

" Key Points:
0 Each user must carry a personal RFID badge
0 Enables applications that augment a user's memory

a Implemented as materialized authorization views in DB

" Other “context-aware” policies are possible:
a “Only reveal my location during business hours”

0 “Only reveal my activity when | am in a meeting”

" Interesting adaptations for probabilistic data
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» The Cascadia system: RFID Data Manager

d Facilitating application development



Applications
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upportin

Web 2.0 Personal Data Management Tool Suite:
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e s,
Create/Manage Objects, Specify Significant Places, Specify Events,
Associate Tags Share with Others Share with Others

" Applications can integrate with tool suite

" Declarative event language removes burden from developer

" Event-based programming API simplifies development



Conclusions
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" RFID is an increasingly ubiquitous technology

" More sophisticated applications face serious challenges:
0 Uncertain data streams (gaps or holes in the data)
0 Low-level data, high-level information needs
Q Privacy risks
o Complex application development

" The Cascadia system addresses these challenges with:
a A probabilistic model of uncertainty
0 Declarative event specifications
0 A probabilistic event extractor
0 Context-aware access control policies
o Suite of web-based personal data management tools



Thank You & Questions
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Thank yout

® Misc notes:

0 See publications for details:
http://rfid.cs.washington.edu/publications.html

a Online demos available soon, see:
http://rfid.cs.washington.edu/

a Lots of ongoing and future work with Cascadia!


http://rfid.cs.washington.edu/publications.html
http://rfid.cs.washington.edu/
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